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1 Driver installation

1.1 Installing the drivers

First, install Kvaser CAN drivers, version 4.0dater. Version 4.0 is not good enough.

© Kvaser CAN Drivers Setup g|§|@

Welcome to the Kyaser CAN Drivers
Installation Wizard

This wizard will guide wou through the installation of Kyvaser
Al Drivers version 4.0a.

This package contains both 32-bit and &4-bit drivers, The
appropriate bype will be selected automatically, All bypes of
Windows, From Windows 2000 and onwards, are supported,

Click. Mext to conkinue,

MOTE: This is a preview release,
built on 2008-02-29 15:06:59,

Mext = | [ Cancel

You can now plug in your new Kvaser Blackbird ifree USB connector in your computer. An USB
extension cable will be convenient.

The “Found New Hardware” wizard in Windows will nastart. Complete it as usual.

1.2 Verifying driver installation

Go to the Control Panel and start Kvaser Hardware:



[BI Kvaser Hardware

Devices | Channel Info || Synchronization || Diagnostics || Global Settings || Tools || Ahbout |

= ;r".' Hardware Ch. Card Ch. Device Mame Transceiver

Kwaser PClean 1 0 1 Kvaser PClcan g2C2S1
él kwaser Leaf Professional HS 1 1 z Kuvaser PCIcan 2251
‘ﬁ Kwaser BlackBird 2 2 3 Kvaser PiCIcan g2i2251
‘ﬁ Kwvaser Mebwork Prosoy 1 3 4 Kvaser PCIcan F2C251
! kovaser Wirkual CAM Driver 1 4 1 Kwaser Leaf Professional HS 820251
5 1 Kwaser BlackBird a2C251
6 2 Kwaser BlackBird 820251
7 1 Kuwaser Mebwork Prosoy 52C251
g 2 Kvaser Mebwark Prosy G2C251

9 1 Kuwaser Wirtual CAl Driver -

10 z Kuwaser Yirkual CAl Driver -

KVASER
g =

Press FS to refresh,  ESC ko exit, | Press F1 For Help,

Your Kvaser Blackbird should be visible in the litdevices.



2 Network operational modes

The Kvaser BlackBird may be connected to a PC edhectly, referred to as ad-hoc mode, or via an
access point (AP), referred to as infrastructureend here are some differences on how to set ugetho
two different modes.

2.1 Ad-hoc mode

Wireless client

Area of direct radio visibility

Wireless client

Wireless client

In ad-hoc mode, you are connecting your BlackBirdally to your PC, and you therefore need to
assign static IP addresses to both your BlackBidiyeour PC.

If you are going to use ad-hoc mode, you should gowo chapter 6 Configuring Host PC and
configure your PC before continuing.

Ad-hoc mode only supports speeds of up to 11 Mfdgsrequired by the IEEE 802.11)

You will also notice that most network cards onlpports WEP-64 and WEP-128 encryption in
ad-hoc mode.

2.2 Infrastructure mode

The Internet Firewall

client
client
Corporate Intranet

Base station (AP)

client

client

client

If you are using an AP, you are connecting the @l in infrastructure mode. In this case there’s
probably already a DHCP server running on your netwif not, you should assign your BlackBird a



static IP number. You can't select the IP yoursgigck with your network manager how your network
is configured and which IP address and Net masksyould use.



3 Configuring the Kvaser Blackbird

Check that your BlackBird is connected with the U&iBle to your computer and start the
configuration program.

3.1 Starting the configuration program

Start the Kvaser Hardware program and go to thdsTiab.

Press the Setup button in tBetup a Kvaser Blackbirolox. This will start th&Kvaser Wireless
Configurationprogram with which you can configure the BlackBifthe configuration will be saved
to flash memory on the device.

3.2 ldentifying your BlackBird

When you starKvaser Wireless Configuratioyou will be presented with a list of found devices.



Select your device in the list and click Next.

If you have more than one BlackBird in the listuyzan identify them via the serial number that is
printed on the back of the unit. You can also it BlackBird by right-clicking on it in the lisind
select "Locate Hardware (Flash LEDs)". The LEDslmnselected device will now momentarily flash.

If your device does not show up in the list of @&, make sure you have connected it properly to yo
USB port. Check that you have installed the drivserd that the Kvaser BlackBird is recognised by the
Kvaser Hardware program as described in 1.2 Vexifgriver installation above.

The first time you connect to the device, the failog message will appear:

No default passwords have been set on BlackBirgbufat some later time set a password you would
now have been asked to enter the password forldwkBird, identified by the devices serial number.
In that case, enter the password and click Fifish.more information about setting device password,
see 3.6 Setting device accessibility below.

Next, the following window will appear:



When you have connected your BlackBird to your cotapand started Kvaser Wireless Configuration
you will be showed the Status tab. If you havesattup any connection it will show Connection Statu
as Disassociated.

3.3 Selecting WLAN network

You will now enter the name of the WLAN network yare connecting the BlackBird to.

Go to the Configuration tab.



Make sure that your Geographical Region is coriecgntrols that the antenna power and used
channels are set according to the specified remylatomain.

The easiest way to connect to your network is tothe built in Network Browser. If you are using
ad-hoc mode, make sure you have setup your PCsasilled in chapter 6 Configuring Host PC. Press
the Browse Networks button.

3.3.1 Currently Available Networks

The window accumulates all seen networks and tar ¢hee list from obsolete networks you need to
close it and re-open it. Whenever a network isaetkits signal strength is shown next to the ndme.
order to get a stable connection, the signal stresigould be better than -70 dBm (as a rule of thum
-70 dBm is weak, -60 dBm is fair, -50 dBm is goadd -40 dBm is strong).



Wait for your network to show up among the Curngitvailable Networks. The scanning can take a
little while so please be patient. Select the netwou would like to connect to and more detailed
information about the network is shown in the righnhe.

If you have configured the BlackBird to connecthe PC in ad-hoc mode, make sure that the PC is
still connected (i.e. no time-out made the PC diseat from the network).

When the desired network is selected, click Seladtyou will be informed that some network specific
settings will be copied to your configuration saiti The copied settings includes SSID, the
Operational Mode and the Encryption Mode. The Ckamwiill also be set to Automatic. Click OK.

3.3.2 Multiple APs in a network

You will notice that the same network is listed mtian once if you have multiple APs within range.
In this case you can identify the AP by selectimgnt and noting the MAC Address shown in the right
pane. Multiple APs within a single network may alse different channels. The current channel is
also shown in the right pane.

Normally you will be connected to the AP with theosgest signal strength within a given network.
You may override this by manually selecting whitfaenel to use on the Configuration Tab.

3.4 Setting WLAN keys and security

On the Configuration tab you now have a valid S&Borrect Operational Mode and Channel setting
(most likely Automatic). In order to connect, yda@need to specify the Encryption mode used by the
network. This is done on the Security tab.



You can choose Encryption mode among:
- Open, or "plain text"
WEP (64-bit)
WEP (128-bit)
WPA with PSK (Pre-shared key) and TKIP encryption
WPA2 with PSK (Pre-shared key) and AES encryption

If you choose an encryption mode other than Open,gay also use the Passphrase button to generate
the encryption keys used. For WEP, you should sgexify the Authentication algorithm used. If you
don’t know what encryption mode you should selplgase read the following chapters or ask the
person responsible for your network.

3.4.1 Open, or "plain text"

This Encryption mode means that all data is transfieunencrypted. This is only recommended for
initial setup or problem-solving use.



3.4.2 WEP-64 or WEP-128

When selecting WEP-64, you need to enter the fOtbittkeys in hexadecimal form (i.e. 10
hexadecimal digits). For WEP-128 you need four hlideys. You may also use a Passphrase to
generate the WEP keys, see 3.4.6 Using pass plorgseerate keys below. With the radio buttons you
select which key to use.

3.4.3 About Static WEP keys

Some rules for setting up WEP:

The Blackbird must have one of the WEP keys spatifin the AP in order to decode AP-to-
BlackBird data.

The AP must have all keys used by BlackBirds fadBBird-to-AP transmit so that it can
decode the BlackBirds transmissions.

The same key must occupy the same slot on all n@desind BlackBirds). E.qg. if the AP
defines abc123 as WEP key number 3, then the Bled&Bnust define that same string as
WEP key 3.

3.4.4 Authentification algorithm
For WEP you can choose Authentification algorithm:

Open system, any station may connect to the APhehe¢hat client station have the correct
WEP key or not. This algorithm is also used in Wé WPA2 encryption modes.

Shared key authentification requires the clientiatieto have the correct WEP key in order to
associate with the access point.

Note that just because a client station is alloteealssociate does not ensure it can exchangectraffi
with an access point. A station must have the coléEP key to be able to successfully access and
decrypt data from an access point, and to tranwadable data to the access point.

3.4.5 WPA-PSK or WPA2-PSK

Both WPA and WPA2 use Pre-Shared Keys, (PSK). WBK-Bses the Temporal Key Integrity
Protocol, TKIP and WPA2-PSK uses Counter mode/CB&aMProtocol (which uses the Advanced
Encryption Algorithm, AES).

Note that if you connect the BlackBird to a netwitwdt allows both WPA-PSK and WPA2-PSK you
must currently use WPA-PSK.

3.4.6 Using pass phrase to generate keys

Instead of entering the security keys in hexadelioren you may use a Passphrase. Click on the
Passphrase button and a new window will open whaueenter the pass phrase and select which types
of keys you would like to generate.



Note that for WPA-PSK and WPA2-PSK the key generais based upon the network SSID, so make
sure that the correct network name is set.

3.5 Network Setup and Device Name

We should now set an appropriate Device name aodsehbetween DHCP and Static IP. This is done
under the Network tab.



Check with your network manager how your networ&agfigured and what IP address and Net mask
you should use. Usually, the default of DHCP (awtbenassignment of IP number) is OK. If you are
connecting to your Blackbird in ad-hoc mode segtava6 Configuring Host PC on details about
which static IP to use.

In the Device Name box, you can enter a descriptarae of the device. This name is then visible
when you browse the network using the tool we déicribe in chapter 4 Selecting the device from the
network.

(The Hostname shown for the Blackbird is derivenhfithe Device name you have entered, converting
spaces and eliminating other illegal characters.)

Clicking on the Apply button will save the configtiion to your Blackbird and restart it. You maytedi
more than one tab before clicking Apply.

3.6 Setting device accessibility



The Wireless Accessibility part is not yet implerezh

You may password protect your BlackBird so that peed to enter the password before being allowed
to change any settings through the Kvaser Wirglas¥iguration program. This password is set (and
removed) in the lower part of the Accessibility.té#tyou forget your password, you will have an

option to reset it when you connect the BlackBlngt, this will also erase all settings to factoryealet.

3.7 Save the configuration

That's all. Save the parameters to the device iokiog the Apply button. The device will now redtar
After 5-10 seconds you should see in the statushiathe device tries to connect to the WLAN.

3.8 Verifying the WLAN connection



If you have configured the BlackBird to connecthe PC in ad-hoc mode, make sure that the PC is
still connected (i.e. no timeout have made the R€othnect from the network).
Return to the Status tab again:

The connection status should become Connected.

The connection speed should be anything between 54 Mbit/s (depending on received
signal strength, and data amount to be sent).

The signal strength should be something betweenlB#b and -30 dBm.

You may want to check the Info tab as well:



On this tab you should check that the “Device IRI#s3s” is an [P number on your network.

Before you can start using your BlackBird, you rjogt have to end the Kvaser Wireless
Configuration and remove the device from USB.

Don't forget to supply external power to the devicegomething around 10-40 V DC on CAN channel
1, + on pin 9 and ground on pin 3.



4 Selecting the device from the network

4.1 Starting the network selector

Now let’s see if we can spot the device on the netwGo back to Kvaser Hardware:

Press th&elect Kvaser BlackBird from the Networkbutton.

4.2 Listing the devices on the network

The following window will be visible for a few serds...



Then the following window will be seen:

In this case, four different devices are listeduYwight see more or fewer, but you should see your
own device in the list.

4.3 Selecting the device you want to use

You may need to press the Refresh list button tatethe list. The value in the column “Use?” shoul
be “Yes” for your device, and “In Use” should beég.”

If In Useis “Config”, then please close the Kvaser Wirel€ssfiguration program from the previous
chapter (and remove the USB cable from the device)

If In Useis “USB”, then please remove the USB cable fromdbvice.
If Use?Is “-”, then select your device and pressltise Selectedbutton on the toolbar.
Make sure to press the Apply button.

Don't forget to supply external power to the devicegomething around 10-40 V DC on CAN channel
1, + on pin 9 and ground on pin 3.

4.4 Starting the service

As this still is a beta release of the softwarey gaust now do the following:
1. Check that the status of your devic&Jse? = YesandIn Use = Free.
2. Go back to Kvaser Hardware, Tools tab.
3. Press the “Start Service” button.

In the final software release this step will be eél@utomatically for you.




If everything works as intended, the Found New keama wizard will now pop up and guide you
through the installation of a driver for a “Kvadéetwork Device”. This will normally happen only the

first time you connect to a Blackbird.

4.5 Verifying connection status

You can now go back to the network setup tool aatelcs your device in the list. In the lower half of
the window you will see some status informationutlibe connection:

Select your device in the list. In this case, we see that the computer gullfaxe.kvaser.se on m&two
address 10.0.2.152 is connected to the BlackBiddtlaat the device driver service says
CONNECTIION_UP which means it is connected to thecBBird.



5 Using Kvaser BlackBird from your software

You can use the BlackBird from any program thasubke CANLIB API. Just select “Kvaser Network
Proxy”



6 Configuring Host PC

If you are going to connect your BlackBird to yd&R(€ in ad-hoc mode, you also need to configure your
PC for this, including setting up static IP on y®&. If you are going to connect in infrastructure
mode, you can skip this chapter.

The IP address and net mask must be set in suely ¢hat the PC and BlackBird can talk to each
other. This is can be done by using the followirgraple:

| Kvaser BlackBird PC
IP address: 192.168.20.21 192.168.20.5
Subnet mask: 255.255.255.0 255.255.255.0
- Default gateway: 192.168.20.5 192.168.20.5

6.1 Setting static IP on your PC

To be able to connect to the BlackBird in ad-hodejo/ou need to set a static IP address and Subnet
mask on your PC. This is how you would do it in \Abmws XP:

1. Open up the Network Connections windows (St&ttings->Network Connections

2. Select your wireless network connection you wanise for BlackBird communication. Right
click and select Properties.

3. Inthe Wireless Network Connection Propertiesplsdown the list and select Internet
Protocol (TCP/IP). Click on the properties button.



4. Inthe Internet Protocol(TCP/IP) Properties ghould select “Use the following IP address”
and enter your static IP address and subnet maskBlackBird is currently not accessing
any DNS server, so you may leave these fields empty

Click OK

Click Close to apply the new settings.

owu

6.2 Setting up an Ad-hoc network on your PC

If you want to connect to your BlackBird in Ad-howde, you need to configure your network card for
connecting to an Ad-hoc network. Since the ad-teteark lacks a DHCP server you need to assign a
static IP address first, see 6.1 Setting statierijour PC above. Now we will set up an ad-hoc
network called KvaserNetAdHoc:

1. Open up the Network Connections windows (St&wttings->Network Connections)

2. Select your wireless network connection you wanise for BlackBird communication. Right
click and select Properties.

3. Select the Wireless Networks tab.

4. Make sure the “Use Windows to configure my veissl network setting” is checked.

5. If your computer previously has been conneabeal preferred access point, remove all preferred
access point (or at least disable the automatioextion). This will ensure that a connection is
made only to the ad-hoc network that you are tryingonfigure.

6. Click Add, under Preferred networks.



7.

10.

11.

12.
13.

Under the Association tab, enter the Network@am

Enable “Connect even if this network is not ldwesting” to prevent the PC from disconnecting if
it not immediately finds any device already conaddb this network.

Now, select the “This is a computer-computeri{ad) network” at the bottom of the window.
(This will limit the number of choices you have Data encryption to just Open and WEP.)
Deselect the option “The key is provided foramomatically” in order to be able to enter thg ke
manually.

Select preferred Network authentication andal@aicryption, see 3.4 Setting WLAN keys and
security for the corresponding settings of the Bird. The PC and BlackBird must have
identical settings.

Note that if you choose WEP as an encryption, yeedrto enter both the key (as hexadecimal
values) and key index. (See 3.4.3 About Static W& for more information about key index.)
It is recommended that you first try an Open nekvauthentification without any data encryption
to get the communication with the BlackBird workiragd then later redo this setup by adding
encryption.

Click OK to exit the Wireless network propestie

Click OK to exit the Wireless Network ConnectiBroperties.

6.3 Connecting your PC to the Ad-hoc network

To connect your PC to the newly created ad-hoc net:

1. Open up the Network Connections windows (St&ttings->Network Connections)
2. Select your wireless network connection you viantse for BlackBird communication.
Right click and select “View Available Wireless Metrks”



3. Inthe Wireless Network Connection, select tbelyg created ad-hoc network and click
Connect.

You may now be asked to enter the security key,thed the PC will start looking for other devices o
the ad-hoc network.

Since we haven't yet configured the BlackBird, B will not find any devices yet. You can now
safely leave this running and continue below.

To check that the new IP settings have taken affect may start a command window (Start->Run...
cmd) and issue the command ipconfig.



Here we note that the Wireless Network connedtiave adopted the values we entered.

Now you should go back to chapter 3 ConfiguringKvaser Blackbird.



7 Troubleshooting

Here are a number of things to check if the conaratoesn’t work out as expected.

7.1 Check the LEDs

The PWR LED (green) should be illuminated.
The WLAN LED (blue):

It flashes about once per second (0.8 s perio@ texiact). Something went wrong during
starting up, try removing CAN and USB connectord #ren reconnect.

It gives a steady blue light when connected ta\thevork Enumerator Service via a network
with good signal strength.

It gives a slow steady blink (on for about 1.8yt off for about 1.8 s) when disconnected
from the Network Enumerator Service, but connettea network with good signal strength.

If the signal strength of the network isn't goduk steady part of the WLAN LED signal described in
the two cases above will start to blink. The fremgyeof this blinking will increase when the network
connection gets worse. E.g. if you have a connedtidhe Network Enumerator Service like above,
but with poor signal quality, you will see a comtusly pulsating signal. If you now get disconndcte

from the Network Enumerator Service, the WLAN LElhking will now consist of fast blinking for
1.8s and then off for 1.8s (compare with the caitle &vgood signal on the network above).

7.2 Check connected status

The Kvaser Wireless Configuration program shouspldiy “Connected”. If not, you may have an
authorization problem. Check the WLAN passphrassecurity keys, encryption and authorization
modes.

7.3 Check Signal Strength

The Kvaser Wireless Configuration program shouttiagate a signal strength between (circa) -70 dBm
and -30 dBm.

7.4 Check WLAN security settings

If the Connection statusis something else thaonnectedin the parameter setter, check:

WLAN encryption and/or authorization modes. Theseshagree with the settings in the
WLAN access point. Most corporate networks are gbbjousing WPA or WPA2.

The key is pre-shared and must be the same ircttessa point and in the Blackbird.

Check that you have typed in the key or pass pluasectly. The pass phrase is case
sensitive.



Check the WLAN encryption and authorization modéhwiour network administrator. You can also
use the Browse networks button in the parameté&grsselect the network in question from the kst
see some technical details for that network inpiuee to the right.

Some networks may have firewall rules that prevekinown devices to connect to the network. Make
sure you are allowed to connect.

Note that if you connect the BlackBird to a netwitwdt allows both WPA-PSK and WPA2-PSK you
must currently use WPA-PSK.

7.5 Scan for networks

Use the Browse networks button in the parametéersiet check that the WLAN network you want to
connect to is listed.

7.6 Check IP number and network mask

If you have opted to use DHCP, check in the Infoitathe parameter setter that a reasonable IP
number has been assigned. If you have set a Hatinake sure both the IP number and Network mask
is correct.

7.7 Ping the device

If the Blackbird shows up in the device list, rigiick it and selecPing (ICMP). If it does not show
up, you can use windows built-in ping program tafyethat the BlackBird is connected to the
network. You should get a response.

7.8 Connect to the built-in web server

The Blackbird has a built-in web server. If the &bird shows up in the device list, right-clickaind
selectConnect to web serverA web browser should open and display a pages Wkb page itself
isnot very interesting but if it doesn’t work yowagnhave some type of firewall problems.

7.9 Scan for BlackBirds

Using the Kvaser Network Device Selector tool, sitemnetwork once again. Check the LEDs on the
BlackBird. The INFO LED should flash a few timesewvhscanning is in progress.

7.10 Add the device manually

In the network selector tool, press the Add butidme following dialog will appear:



If the Blackbird isn't listed in the scan list, yoan enter its data here. Enter the following infation:
Check Use this device if you want the service tonget to it whenever it becomes available.
Enter the IP number or the DNS name of the device.

You can use the Search button to lookup the IP euimbDNS, and to check whether the
device is reachable.

The descriptive name is a name of your own choice.
The EAN number and serial number is filled out auatically when you use the Search

button.
Device number, qqq
Press OK to apply the settings.

If the device is reachable when you press the &dautton but isn't visible in the scan list unlgss!
enter it manually, then you probably have a firéwathe computer that stops some of the traffic.

7.11 Port numbers

The default port number is 11416. It is used bothfDP and TCP.

The port should be open for both incoming and aatgtraffic, both TCP and UDP, in your firewall.

7.12 Service status indications

CONNECTION_UP means the service has establishet@ection to the device.



STANDBY means the device is in the list but theve®r isn’t trying to use it.

7.13Remove USB cable

The service will not be able to connect to the Bl under any one of the following conditions:

1. The USB cable is connected.
2. Someone is configuring the device.
3. Another service is already connected to it.

7.14 Scanning will not detect devices on other IPn  etworks

The scanning process will only detect Blackbirdgtanlocal network. If the Blackbird you are trying
to use is behind a router of any kind, you mustiadeanually to the list.

7.15Restart the service

This should not normally be necessary, but asubteshooting measure you can stop the service and
start it again. Use the Tools tab in Kvaser Harawar use Control Panel | Administrative Tools |
Services.

7.16 Check your firewall

Most, if not all, computers these days are runsimige type of combined antivirus and firewall
software. Popular examples include Symantec C8ecurity, Norton Antivirus, F-Secure, etc.

Check that the firewall permits network communicas on the ports indicated above. Both TCP and
UDP are required. The Network Selector might nagtia@ization from you; consult the
documentation for your firewall software on howdio this.

CONNECTION_UP but can't see device in Kvaser Handw®lease close the parameter setter
program and/or any other programs using the Bladifvith the exception for the network setup
program)



